
VPN tunneli Digi / Sarian 3G reitittimen & WatchGuard Fireware & XTM 
palomuurin välillä. 

Versio 2.0 

 

Phase 1 Setting 

Aggressive Mode: On 

Encryption Algorithm: 3DES 

Authentication Algorithm: SHA1 

MODP / DH group: 2 (1024) 

DPD: On 

Pre-Shared Key: ***** 

  

Phase 2  Setting 

ESP Encryption Algorithm: AES (256-bit) 

ESP Authentication Algorithm:  SHA1 

PFS / group: On / 2 (1024) 
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Lisää WatchGuard muurin uusi Branch Office Gateway seuraavasti: 
 

      

 

 

 

 

 

 

 



Lisää WatchGuard muurin uusi Branch Office Tunnel seuraavasti: 

  

 
 
 

Konfiguroi Sarian 3G reitittimeen VPN asetukset  seuraavasti: 
 

Configuration - Interfaces > PPP > PPP 0 - 4 > PPP 1 > Standard 

IPSec: ON-Remove SAs when link down 

  

 
Configuration - VPN > IPSec > IKE > IKE 0 

Encryption algorithm: 3DES 

Authentication algorithm: SHA1 

Aggressive mode: On 

IKE MODP group: 2 (1024) 

  



 

 
Configuration - VPN > IPSec > IPSec Eroutes > Eroute 0 

Description: VPN tunnel name 

Peer IP/hostname: Firebox public IP-address 

Peer ID: Firebox public IP-address 

Our ID: hr4110.sarian (same name as in Fireware VPN gateway config) 

Send our ID as FQDN: Yes 

Local subnet IP address: Sarian lan network address 

Local subnet mask: Sarian lan network mask 

Remote subnet IP address: Firebox lan network address 

Remote subnet mask: Firebox lan network mask 

ESP authentication algorithm: SHA1 

ESP encryption algorithm: AES 

ESP encrypt key length (bits): 256 

IPSec MODP group: 2 (1024) 

Duration (kb): 0 

No SA action: Use IKE 

Create SA's automatically: Yes, Route with matching interface required 

Authentication method: Preshared Keys 

 



 



Configuration - Security > Users > User 0 - 9 > User 2 

Name: Firebox public IP-address 

Password: ***** (pre-shared key) 

Access level: None 

 

Diagnostics - Status > IPsec > IPSec Sas 

 
 

Administration - Execute a command 

 


