VPN tunneli Digi / Sarian 3G reitittimen & WatchGuard Fireware & XTM
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LAN IP: 192.168.10.1/24
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WAN IP: 212.213.198.86
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Phase 1 Setting
Aggressive Mode: On
Encryption Algorithm: 3DES
Authentication Algorithm: SHA1
MODP / DH group: 2 (1024)
DPD: On
Pre-Shared Key: ek
Phase 2 Setting

ESP Encryption Algorithm:

ESP Authentication Algorithm:

PFS / group:

AES (256-bit)
SHA1
On/ 2 (1024)

saRian

Dynamic WAN IP

HR4110

el v (PSS I I K o

LAN IP: 192.168.0.99/24
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Lisad WatchGuard muurin uusi Branch Office Gateway seuraavasti:

W EdtGetewy L == L Edit Gateway Endpoints Settings - gateway.1 (=]

Gateway Name'lgatewaN | A tunnel needs authentication on each side of the tunnel. Provids the configuration
details for the gateway endpoints below

General Setfings | Phase1 Settings Local Gateway

Credertial Msthod Specify the gateway ID for tunnel authertication

i '
rn—— _:I

Select the certificate to be used for the Gateway
| ¥ (Z) By Domain Information

Id Certificate Name Algorithm
Edemaitertoce: [Bxtemal =]
Remote Gateway
Gateway Endpoints Specify the remote gateway IP address for a tunnel.
Local Gateway Remote Gateway I [ Add ] f () Static P address

Type ] Interface IP Address Type D P Address ‘ -
.
Specify the gateway ID for tunnel authentication

Move down PAddess | . . . hd

Start Phase? tunnel when Firebox starts

ok | [[cancel | [tk ok | [ canea |[ Hemp

RSt s 8

Gateway Mame: |gaieway.1

General Settings | Phasel Settings |

AT Traversal Keep-alive interval 20 seconds

IKE Keep-alive Message interval: seconds
N Max failures: =
Traffic idle timeout: seconds

 Transform Settings

To add a new Phasel Transform to the list, click Add. To change the
order preference of a Phasel Transform, select the transform and click

Up ar Down.

CD The order of transform represents preference from high to low.

[ ok |[ cancel ][ Hew




Lisdda WatchGuard muurin uusi Branch Office Tunnel seuraavasti:

B Edit Tunnel s | | M. Edit Tunnel S
Timnel Kames |lunnel.1 | Tunnel Name: |tur1ne|.1 |
Addresses | phase2 Settings
rAddresses —Perfect Forward Secrecy
q Configure tunnel routes for the tunnel. " _ F
1 Local Dir  Remote ‘
| | (R || . ||| ||| | [ScoAssoes A
l — | - Using ane SA for all ports and protocals. :
| Remove | - Using separate SA's for each tunnel route.
rIPSec Proposals
To add a new Phase2 Proposal to the list, click Add. To change
the order preference of a Phase2 Proposal, select the proposal
and click Up ar Down.
| Edi.. |
L b |
| Down |
Add this tunnel to the BOVPN-Allow policies @ The order preference is from top to bottom.
oK l l Cancel ] [ Help [ Ok I [ Cancel l [ Help
Konfiguroi Sarian 3G reitittimeen VPN asetukset seuraavasti:
Configuration - Interfaces > PPP > PPP O - 4 > PPP 1 > Standard
IPSec: ON-Remove SAs when link down
Maximum negotiation time (s): a0
Firewall: Off -
IGMP: Off -
Psec  ON-Remove Sas when Ik down =
QOs: off -
RIP version: Off -

RID Aactinatinn 1D addrace lict:

Configuration - VPN > IPSec > IKE > IKE 0
Encryption algorithm: 3DES

Authentication algorithm: | SHA1

Aggressive mode: On

IKE MODP group: 2 (1024)




Configure: IKE 0 (Initiator)

3DES -

Encryption algorithm:

Encryption key bits (AES only): 0 -
Authentication algorithm: SHAL -
Duration (s): 1200
Agagressive mode: on -
Dead Peer Detection: on -

IKE MODP group: 2 (1024) -
Minimum IPSec MODP group: Mo PFS  «
RSA private key file:

Maximum re-transmits: 2
Re-transmit interval (s): 10
Inactivity timeout (s5): 30

Send INITIAL-CONTACT notifications: Yes

Retain phase 1 SA after phase 2 negotiation failure: No -

MAT traversal enabled: Yes w

MAT traversal keep-alive interval (s): 20

SA removal mode: Normal

Use debug port: Mo -
Debug level: Off -

Debug IP address filter:

| Cancel |

Configuration -

Description:

Peer IP/hostname:

Peer ID:

Our ID:

Send our ID as FQDN:

Local subnet IP address:
Local subnet mask:

Remote subnet IP address:
Remote subnet mask:

ESP authentication algorithm:
ESP encryption algorithm:
ESP encrypt key length (bits):
IPSec MODP group:

Duration (kb):

No SA action:

Create SA's automatically:

Authentication method:

VPN > IPSec > |IPSec Eroutes > Eroute O

VPN tunnel name
Firebox public IP-address

Firebox public IP-address

hr4110.sarian (same name as in Fireware VPN gateway config)

Yes

Sarian lan network address
Sarian lan network mask
Firebox lan network address
Firebox lan network mask
SHA1

AES

256

2 (1024)

0

Use IKE

Yes, Route with matching interface required

Preshared Keys



Configure: IPSec EROUTE 0

Description:

Peer IP/hostname:

Backup peer IP:

Peer ID:

Our ID:

XAUTH ID:

RSA private key file:

Send our ID as FQDN:

Interface to use for local subnet IP address:
Interface # to use for local subnet IP address:
Local subnet IP address:

Local subnet mask:

Local subnet IP address to negotiate (if different from above):

Local subnet mask to negotiate (if different from above):

Negotiate virtual local IP address using MODECFG (initiators only):

Remote subnet IP address:
Remote subnet mask:

Remote subnet ID:

Local port:

Remote port:

T¥ packets with these TOS values through this eroute:
First local port (IKEv2 only):
Last local port (IKEV2 anly):
First remote port (IKEv2 only):
Last remote port (IKEv2 only):
Mode:

AH authentication algorithm:
ESP authentication algorithm:
ESP encryption algorithm:

ESP encrypt key length (bits):
IPCOMP algorithm:

IPSec MODP group:
IP protocol:

Duration (s):

Duration (kb):

Inactivity Timeout (s):

No SA action:

Create SA's automatically:

Go out of service if automatic establishment fails:

Disconnect interface after this many consecutive auto-negotiation failures:

Authentication method:

This eroute is tunnelled within another eroute:
NAT traversal keep-alive interval (s):

Link eroute with interface:

Link eroute with interface #:

IKE config to use when initiator:

IKE version:

Check APN usage:

Interface must use this APN:

Use Secondary IP address as source address:
Get source address from this interface:

Get source address from this interface #:
Delete SAs when eroute goes out of service:
Inhibit this eroute when these eroutes are not 00S:
Inhibit unless this eroute is UP:

Delete SAs if not VRRP Master:

Display IKE lookup debug info:

VPN to WatchGuard

212.213.198.86

212.213.198.93

hr4110.sarian

ez w
MNone -
0
192.168.0.0

255.255.255.0

No -

192.168.10.0

255.255.255.0

65535

65535

Tunnel -

'SHAL =
AES
256 -
Off -

2(1024) -
off =

1200
o

0

Use IKE -

Yes. Route with matching interface required -
No -

0

Preshared Keys -
No -

20

Any -

0

0~

1 -

No -

Main APN -

No -

N/ -
0

No -

No -

No



Configuration - Security > Users > User 0 - 9 > User 2

Name: Firebox public IP-address
Password: *rxxx (pre-shared key)
Access level: None

Configure: User 2

MName:

21221319885
E

-

Password:

Confirm Password:
New Password:

Confirm New Password:

Access Level: -

Remote peer address:

Remote subnet address:
Remote subnet mask:

Dialback number:

Public Key file: -
DUN access enabled: Yes -
Web page display mode: Auto -

[ ok | | cancel |

Diagnostics - Status > IPsec > IPSec Sas

IPSec Status: Eroutes 0 -> 4

Outbound V1 SAs

‘ SPI |Eroute Peer IP Rem. selector [Loc. selector |AH |ESP Auth |[ESP Enc IPCOMP |[KBytes Delivered |KBytes Left |Time Left [Interface

|3f\:9? 1c8 |0 |2].2.2].3.].98.86|].92.1.68.1.0.0.l'24|1.92.1.68.0.0.l'24 N.I'A|SHA]. |NULL |N.I'A |1.ES |0 |2634E |PPP 1 | Remove
Remove All

Inbound V1 SAs

‘ SPI |Eroute Peer IP Rem. selector [Loc. selector |AH |ESP Auth |[ESP Enc IPCOMP |[KBytes Delivered |KBytes Left |Time Left [Interface

foeh4s18 |0 |2].2.2].3.].98.86|].92.1.68.1.0.0.l'24|1.92.1.68.0.0.l'24 N.I'A|SHA]. |NULL |N.I'A |1.50 |0 |2634E |PPP 1 | Remove
Remove All

Administration - Execute a command

Command: ping 192.168.10.10 -e0

Command result
Pinging Addr [192.168.10.10]

sent PING # 1

FING receipt # 1 : response time 1.13 seconds
Iface: FFFP 1

Ping Statistics

Sent i1
REeceived i1
Success : 100 %

Average RIT : 1.13 =seconds
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